Abstract. Block chain has the characteristics of decentralization, openness, autonomy; information cannot be altered forged and so on. It is superior to centralized database in data security and data sharing. Many industries have actively carried out the application research of block chain. The judicial departments have very high requirements for data sharing and data security. The application of block chain is also feasible. This paper studies and analyzes the principle, types and development trend of block chain technology, and puts forward the value of block chain application in the management of judicial evidence data. Taking the case investigation evidence information management as an example, we constructed a "coalition chain" structure of evidence storage, consensus mechanism and block data structure, so as to realize the data sharing and security management within the coalition.
Introduction
Block Chain originated in a paper published by Satoshi Nakamoto on Bitcoin at the Bitcoin Forum in 2008: A Peer to Peer Electronic Cash System. It points out that block chains are the basic technology that makes up Bitcoin [1] . In the next few years, the technology of block chain virtual coin gradually attracted more and more people's attention. In 2015, the concept of block chain rose rapidly. This year is also called the first year of block chain by the scientific and technological circles. According to a study published by McKinsey in 2016, Block chain technology is the core technology with the most potential to spark a fifth wave of disruptive revolution, following with steam engines, electricity, information and Internet technologies. Gartner is the most authoritative IT research and advisory department in the world. In October 2017, Gartner listed Block Chain as one of the top ten strategic technology trends in 2018. From the point of view of the current development of block chain technology, it may be an important breakthrough of the Internet in future. The application prospects of the regional chain have been generally recognized, and the policy planning has been introduced one after another. As a result, the block chain has become the focus of attention in the major regulatory agencies, financial institutions and other important areas around the world. Block chain is regarded as a technology that can transfer trust in the digital world and ensure information security in the network age. Block chain technology can be used in any application scenario that requires fairness, and honesty [2] .
Block chain is a kind of decentralized consensus mechanism, which combines digital encryption and game theory, so that participants can form a trusted environment of mutual restraint without any external constraints. This trusted environment eliminates the need for external regulation of centralized authorization, even on the basis of mutual distrust. Thus, this decentralized and trusted block chain architecture solves the problem of credit and governance in this virtual and anonymous network world [3] . It is easier to prove the existence of evidence storage. Generally, it can be realized by providing bills, communications records and so on. But these are not strict, because the evidence is very easy to forge and destroy. To complete the proof, it must rely on a strong chain of evidence that no one can forge and destroy, or that the cost of forgery is extremely high and near impossible. The block chain technology has solved some fundamental problems encountered in the notarization of evidence preservation [4] .
Related Work

Block Chain Technology Principle
Block chains were originally defined as proof of work chains rather than block chains in the Bit Coin White Paper. Different authorities define the chain of blocks, but they are similar in nature. Generally speaking, a block chain can be defined as a distributed ledger technology (DLT), a chain data structure that combines data blocks in a sequential manner which take advantage of a timestamp, and guarantees that the data on the chain cannot be altered or forged by cryptography and distributed consensus mechanism technology [5] . As shown in Figure 1 , it is a simple block chain diagram. Block chain can realize trusted data exchange in an untrusted network environment. The development of block chain has gone through 1.0 era represented by digital money and 2.0 era represented by financial application. In 2018, block chain is researched in medical health and kindness, public welfare, information traceability, procurement logistics, education management, legal document verification, copyright verification and other fields [6] . Therefore, using electronic forensics "block chain +" mode to ensure information security is also in line with the development trend of science and technology. Block chains can be divided into public block chains according to the difference of participants: public chain is open to any individual, each node joining the network can participate in the calculation of block chains; Consortium Block chain, the consensus process of block chain calculation is completed by some pre-selected nodes and generation of block data is limited to alliance members; Private Block chain, a private chain, is restricted to a private organization or individual, and only licensed nodes can participate and view data.
Application Feasibility of Block Chain in Electronic Evidence Deposit
In the traditional certification mode, only the electronic contract with electronic signature cannot be altered, but the data generated by other segment are easy to be altered. Traditional electronic evidence deposit methods only store electronic data in the form of backup on their own organizations or leased servers. Because electronic data is very easy to be destroyed, it is easy to cause defects, breakpoints, incomplete evidence and other faults in the transmission process [7] . In order to satisfy the customer's demand for electronic evidence certificate, block chain deposit model has been involved in electronic data evidence preservation from the beginning of electronic data life cycle. When electronic data is generated, it will be fixed in Block chain evidence deposit system. And the real-time integrity of electronic data is transmitted to the servers of forensic authentication, audit, notarization and arbitration institutions at the first time, so that these institutions can verify the originality and authenticity of an electronic data at any time in the future, and electronic contracts are signed. Once the process evidence information is stored, it cannot be altered. [8] . Block chain evidence deposit system can jointly initiate the block chain alliance chain by judicial expertise, audit, notarization, arbitration and other authoritative organizations, support the electronic data access, and make use of the decentralization characteristics of block chain to realize evidence solidification and sustainability preservation. Once disputes arise, users can obtain evidence from the judicial appraisal, audit, notarization and arbitration organizations in the alliance chain at any time. Each node of the data chain has a certificate, data security, tamper-proof, and enhance the credibility. The arbitration organization can obtain and verify data directly from its operation and maintenance nodes, and regard the certificate data as direct. Evidence does not require certification issued by third parties [9] . Therefore, block chain management is superior to traditional database system, which can ensure data traceability, data security and defense against internal and external data attacks.
Third Party Identity:
Block Chain Preservation Evidence belongs to the establishment of a non-beneficial third party identity, just as the notary's identity in notarization and the witness's identity in private notarization.
2.2.2
Decentralized Structure: One of the basic rules of the block is the decentralized structure, that is, there is no hardware or management agency as the center, and no need or artificial intervention. Preservation content is controlled by numerous combination points of block chains, effectively preventing hackers and troublemakers from attacking and tampering with the data itself.
2.2.3
Time Stamp Proof: a timestamp will be recorded when access, change and other behavior occured, so that each action of the time point can be found.
Evidence Chain Proof:
Block chain preserves every action and forms evidence chain for the action, rather than a single point of evidence, effectively restoring the real process of the entire act.
2.2.5
Low Cost: Although block chain technology plays a very important role, it is still a low-cost technology. The block chain technology itself does not require high hardware requirements and does not require a large amount of hardware investment, which is also very important in its promotion and utilization in the field of preserving evidence notarization.
Design of Block Chain Forensics Deposit Model Framework
Computer forensics was first proposed at the International Association of Computer Specialists (IACIS) in 1991. The traditional forensics model mainly isolates and protects the forensics objects through specific equipment and documents. The traditional forensics model is to isolate and protect the object of forensics through specific equipment and documents. The whole process of forensics is basically carried out in a static closed space. In the process of electronic data forensics, we must rely on a strong chain of evidence, which must be impossible for anyone to forge and destroy. Aiming at the above problems, this paper proposes an Electronic Forensics Deposit Model based on block chain, which realizes the de-centralization of evidence preservation based on Merkle Tree evidence preservation and improved consensus algorithm, prevents collusion of any participants, and binds user information and timestamps to the electronic records in the block to realize electricity in the process of forensics. The evidence can be traced back to ensure the authenticity, integrity and reliability of forensics data [10] .
Constructing an electronic forensics block chain updating system as a data management model can effectively improve the security and information sharing of electronic evidence. As shown in Figure  2 , the overall framework is designed, and the block chain system is divided into three layers: service layer, management layer and network layer. The service layer provides users with data operation interface to realize data sharing and query, data maintenance and other functions. Management, on the other hand, needs to reach a consensus through mining, encryption, verification and signature in a peer-to-peer network, satisfying contracts to link blocks of electronic evidence [9] [10] . Electronic evidence management involves many departments. These departments need to share information and update data dynamically. In the form of alliance chain, relevant departments are allowed to register in the block chain, authorize the corresponding authority of these departments, participate in the consensus process of block chain computing, and each block data is generated by these specified presets. The nodes are jointly completed. Other unauthorized nodes can query the information, but do not need to participate in the consensus process to meet the data sharing. It also ensures that the data cannot alter. These pre-node by selection can include relevant public security departments, various forensic departments, and judicial departments, can ensure that the evidence is more perfect, accurate and safe.
Block Chain Forensics Deposit Model
Consortium Chain Design
As shown in Figure 3 , when the relevant department updates and maintains the evidence information, it writes the electronic evidence and related document materials into the block chain according to the business. The information will be distributed on each licensed server, and each licensed node has a copy of the data. Once written into the block chain, it will not be tampered with. In the process of handling cases, relevant departments have the right to obtain relevant certificates and documents. Figure 4 . Data Block Structure.
Upload Evidence
 After authentication, users can upload evidence in any format. When uploading, the system will prompt the user whether to encrypt the evidence. The user can decide whether to encrypt the evidence or not according to the privacy of the evidence.  The user fills in the file encryption password, fills in the signature private key, and chooses the local to carry on the preservation the proof document.  System operation: There are two main lines: (1) storing the uploaded evidence (whether it is encrypted or not) so that the user can download the evidence; (2) signing the evidence with Hash and the user's private key, adding a timestamp (the time the system receives the evidence) and broadcasting it to the network.
Data Update Consensus Mechanism Design
When new data records are generated in a period of time, the process of how each licensed node participates in the recording and validation of electronic data block chain data is shown in Figure 3 . When a department initiates a data update request for a case, the HASH value of the name and content of the electronic evidence submitted to the case is recorded in the block, where a block recording time, such as 30 minutes, can be set according to the requirements. When the new data is generated, it will be propagated in all the P2P networks which composed of all the permitted nodes. At the same time, other nodes in the federation chain will write the data by authenticating the originator node, and the data will be propagated throughout the network. During this period, all the data will be written into a block and sent to other nodes in the network for link [11]. The block chain is made up of blocks, and the block is the core content of the block chain. The block consists of two parts, the block header that defines the block attribute and the block body that stores the specific data. In the block head of electronic evidence information management, there is no need to compete for accounting rights, so it is different from the general block head definition. The block header can include version number, Hash address of the previous block, block creation time, block billing identifier, Hash address of the block, and block body includes the node to write data, information classification, information content, lock time, etc.
In the evidence block header information, the block size, previous block record, Merkle Tree root value, and timestamp are recorded. The Merkle Tree root is the Hash value of the root node of all recorded evidence in the current block. The timestamp records the time the block was generated. Markle tree structure is an algorithm created by Ralph Merkle to synchronize data consistency. This paper uses Merkle tree method to record the information data in the block. If the leaf node of the tree adds a forged malicious record, the changes caused by the node will lead to the changes of the upper nodes and the upper nodes, eventually leading to the changes. The Merkle tree is easy to locate when comparing or validating in a distributed network with changes in the root node and block hash.
Conclusion
If the electronic data is stored on the leased server, it will inevitably increase the number of data transfer, the risk of data tampering will increase, and the integrity will be damaged. In order to ensure the integrity and authenticity of the information of the case, the authoritative organs such as joint judicial expertise, audit, notarization and arbitration can be selected to provide multi-party certificate depositing services.
